





2.6.Aupopmanus — cregeHus (COoOIIEHUS, TaHHBIE) HE3aBUCUMO OT (POPMBI UX
npeactaBieHuss (cm. 2 @3 P® om 27.07.2006 2. Ne 149-@3 «0O6 ungopmayuu,
UHGDOPMAYUOHHBIX MEXHONI02UAX U 3auyume UHGopmMayuuy).

2.7.AudopmaunonHas cucremMa mnepcoHaabHbiX aaHHbix (MCIAH) —
COBOKYITHOCTh ~ COJEpXkaliuxcsi B 0a3aX JaHHBIX [EPCOHAJIBHBIX JAHHBIX U
oOecrieynBaromuXx HUX 00pabOTKy HWH(GOPMAIIMOHHBIX TEXHOJOTUH U TEXHUYECKUX
cpeactB (cm. 3 @3 P® om 27.07.2006 2. Ne 152-D3 «O nepconanvHulx OAHHBIXY).

2.8. KomnpomeTanus napoJisi — paCKpbITHE, OOHAPYKEHHUE WIIH YTEps apoJis.

2.9. HecanxkumonupoBanublii goctyn (HCH) - goctym k wuHbopmanuu,
XpaHsIIecs Ha pa3IMYHBIX TUIAX HOCUTeNel (0yMaXXHbIX, MATHUTHBIX, ONTHYECKHX U T.
1) B KOMIBIOTEPHBIX 0a3ax MaHHBIX, (ailVIOBBIX XpaHWJIMIIAX, apXHUBaX, CEKPETHBIX
yacTAX M T. J. Pa3Iu4yHbIX OpraHu3anuii nyTéM H3MeHEHHUs (IOBBIIICHUS,
danbcuduKkanrm) CBOUX MpaB A0CTYIIA.

2.10.00padoTKka mepcoHANBHBIX AAHHBIX — Jt000Oe JeicTBHE (omepanus) Wid
COBOKYITHOCTh JIEUCTBUM (Omepariuii), COBEPIIAEMBIX C MCIOJIH30BAHUEM CPEACTB
aBTOMATHU3AIMU WK 0€3 WCIOJIb30BAHHS TAKUX CPEACTB C MEPCOHAIBHBIMU JaHHBIMU,
BKJItoUass cOOp, 3amuch, CHUCTEMATH3allMI0, HAKOIUIGHHWE, XpaHEHHE, YTOYHEHUE
(oOHOBIIEHUE, U3MEHEHHUE), U3BJICUEHUE, UCIIONIb30BaHKE, Niepenady (pacrnpocTpaHeHue,
IpEeOCTaBICHNUE, JIOCTYI), 00€3IMYMBaHUE, OJOKUPOBAHUE, YIAICHHE, YHUUYTOKEHUE
MEPCOHANIBHBIX JaHHBIX (cm. 3 @3 PD om 27.07.2006 2. Ne 152-D3 «O nepconanbHvix
OaHHBIXY).

2.11. [Mapoan — cekpeTHas KOMOMHAIUA U(]p, 3HAKOB, CIOB, WK OCMBICIICHHOE
NpeIoKeHne, ClyXKallue JUisi 3aliuThl UHGOpMAlUU OT HECAaHKIMOHHUPOBAHHOTO
nocTyna K "HGOPMAIMOHHBIM PECypcaM.

2.12.IlepcoHanibHbIe JaHHBIE — JII00ast HHPOPMALUS, OTHOCALIASACA K IPSIMO WJIU
KOCBEHHO OIpECIICHHOMY WIH oOmpenensieMoMy ¢uznueckoMy nuny (cyObekTy
NepPCOHANBHBIX AaHHBIX) (cm. 3 @3 PD om 27.07.2006 2. Ne 152-D3 «O nepconanbHvix
OaHHBIXY).

2.13. PacnpocTpaHeHue NEPCOHAJBHBIX JAHHBIX — JICHCTBUA, HAIPABJICHHBIC HA
PacCKpbITHE TMEPCOHANBHBIX JaHHBIX HEONpeAeleHHOMY kpyry sl (cm. 3 @3 PD om
27.07.2006 2. Ne 152-D3 «O nepcoHanbHuIX OAHHBIXY).

2.14.CpeacrBo 3amutbl uHpopmanum (C3U) — TexHUYecKoe, MPOTPAMMHOE
CPEIICTBO, BELIECTBO M (WJIM) MaTepual, NpeJHa3HAaYeHHbIE WM HCIOJNb3yeMble IS
3aIUThl KH)OPMAIIHH.

3.OBIIUE OBSA3AHHOCTU PABOTHUKOB

3.1.Kaxnapiit pabotHukOpranuzanuu, spisitomuics mnoias3oBatenem MCII/IH,
00s13aH:

3.1.1.Ctporo coOmromaTth ycTaHOBIIEHHBIE NpaBuia obOecredyeHuss 0e30MacHOCTH
uHpopmaluu npu paboTte ¢ MporpaMMHBIMU U TexHUYeckuMu cpeactBamu UCIIIH.

3.1.2.3HaTh M CTPOTO BBHINOJHATH MpaBuja pPadOTBl CO CPEICTBAMM 3aAIIMUTHI
uHpOpMAIMK, YCTAaHOBJICHHBIMH Ha €r0 aBTOMATU3MPOBAaHHOM paboueM MecTe (aanee
APM).

3.1.3.CobmronaTh mpaBuia paboThI ¢ MapojeM CBOEH YUETHON 3alUCH.

3.1.4.HememnienHo BbI3bIBaTh aaiMuHucTpaTopa 6e3onacaoctu MCII/IH n moctaButh
B U3BECTHOCTb PYKOBOJUTENS IPpU OOHAPYKEHUU:

- HapyIIEHUW LEJIOCTHOCTH IUIOMO (HaKJIeeK, HapYIIEHUH WU HECOOTBETCTBUU
HOMEpOB IeuyaTeil) Ha anmapaTHeIX cpeAcTBax APM uiu uHBIX (PakTOB cOBepIlIEHUS B
€ro OTCYTCTBHUE MOMNBITOK HECAHKIIMOHUPOBAHHOIO JIOCTYyMNa K 3amuiiaemMon APM;



- HECAaHKIMOHUPOBAHHBIX (IIPOMU3BEACHHBIX C HAPYUIEHHUEM YCTAHOBJIIEHHOI'O
Hopsiika) M3MEHEHUH B KOH(UTypaluy IpOrpaMMHBIX WJIH allllapaTHbIX cpeacTs APM;

- OTKJIOHEHHH B HOpMalbHON PabOTe€ CUCTEMHBIX M MPUKIAJHBIX MPOrPAMMHBIX
CPEICTB, 3aTPYAHAIOIMX SKcIuryatauuio APM, BbIxoga W3 CTpOs WM HEYCTOMYMBOIO
¢yHkumoHnupoBaHuss y3noB APM  wunum  nepudepuilHbIX yCTPOMCTB  (AMCKOBOJOB,
IPUHTEPA U T.I1.), @ TAKXKE Ieped0eB B CUCTEME HIIEKTPOCHAOKEHMS;

- HEKOPPEKTHOTO (PYHKIIMOHHWPOBAHMS YCTaHOBIEHHBIX Ha APM TexHHUYecKHX
CPEACTB 3allUTHI;

- HENPEeIyCMOTPEHHBIX OTBOJOB Kabeinell W MOAKIIOYEHHBIX K APM
JIOTIOJTHUTEIIBHBIX YCTPOMCTB.

3.2.Bcem pabotHukamOpranuzanum, sBIstomuMcs nois3oBarensmu  MCIIH,
kareropuuecku 3AIIPEHHIAETCA:

- HCIIONIBb30BaTh KOMIIOHEHTbI MPOTPaMMHOIO M allapaTHOro oOecredyeHus
NCTIAaOpranuzanuu B HECTY>KEOHBIX LEIAX;

- CaMOBOJILHO BHOCUTH Kakue-nubo H3MeHeHHs B KoHpurypauuio APM wunwm
ycraHaBiauBarh B APM no0ble mporpaMMHbIE U arllapaTHbIe CPeACTBa, KPOME BBIAAHHBIX
WIA pa3peliéHHbIX K HCIOJIb30BAHUIO OTBETCTBEHHBIM 3a oOecrieueHue 0e30MacHOCTU
IIEPCOHAJIBHBIX JaHHBIX;

- ocTaBJATh Oe3 mpucMoTpa cBoé APM He akTUBM3MpPOBAB OJOKUPOBKHU JIOCTYIa
WIN OCTaBIATh CBOE APM BKIIIOUEHHBIM 110 OKOHYAHUH PaboTBhI;

- YMBIIIJIEHHO MCHOIb30BaTh HEIOKYMEHTHPOBAaHHBIE CBOWCTBA M OLIMOKU B
IPOrpaMMHOM OOECHEUYEHUU WM B HACTPOMKaxX CpPEICTB 3alIUThl, KOTOPbIE MOTYT
IPUBECTU K HAPYIIEHUIO 0€30I1aCHOCTH MEPCOHAIBHBIX JaHHBIX.

4. OBECIIEYEHUE COXPAHHOCTHU UH®OPMALIUN

4.1.]1ns1 oOecrieueHUss COXPAHHOCTH SJEKTPOHHBIX HH(POPMAIMOHHBIX PECYPCOB
Opranuzanuu He0OXOAMMO COOIIOIATh CIIEYIONINEe TPEOOBAHMS:

41.1.1na  xomupoBaHus  UH(OpPMALMK  HE  JOJDKHBI  HCIOJB30BaThCA
HENPOBEPEHHbIE HA HAJWYME KOMIIBIOTEPHBIX BHPYCOB M JPYIUX BPEAOHOCHBIX
IporpamMM HOCUTENTH UH(OpMaLUu.

4.2 .CyObeKTam JIOCTyTIa 3arperiaeTcs:

4.2.1. YcTaHOBKa M UCIOJNB30BAaHUE MPU PabOTE C ANEKTPOHHO-BBIUNCIUTEIbHBIMU
MalIMHAMH BPEJOHOCHBIX IIPOTPaMM, BEAYIINX K OJIOKHPOBAHUIO PaOOThI CETH.

4.2.2. CaMOBOJIbHOE U3MEHEHHUE CETEBBIX a/IPECOB.

4.2.3. CaMOBOJIbHOE BCKpBITUE OJIOKOB 3JEKTPOHHO-BBIUHUCIUTENBHBIX MAallIlH,
MOJIEpHU3aLUd WUIM  MOAM(UKALUSA  AJICKTPOHHO-BBIUMCIUTENBHBIX  MAlllUH U
IPOTPaAaMMHOT0 00eCTIeUeHUsI.

4.2.4. HecaHKIMOHUpPOBaHHAs TMepeJadya KOMITBIOTEPOB C  MPONMHCAHHBIMU
ceTeBbIMH HacTpoiikamu. [lepenaya KOMIBIOTEPOB M3 OJHOTO MOJPA3JEICHUs B APYroe
MPOU3BOJIUTCS TOJNBbKO aamMuHUcTpatopoMm Oe3zomacHoctu MCII[IH ¢ mpenBaputenbHO
y1aJ€HHBIMH CETEBBIMU HACTPONKAMHU.

4.3.CBeneHusi, colepkamuecss B DJIEKTPOHHBIX JIOKyMEHTax W 0a3ax JaHHBIX
Opranuzanuu, AODKHBI MCIOJIB30BAaThCA TOJBKO B CIYKEOHBIX MENsAX B paMKax
MOJTHOMOYHNH pabOTHUKA, pabOTAIOIIETO ¢ COOTBETCTBYIOIIMMHU MaTepUalaMu.

5. HAPOJIBHASA 3ALIIUTA
5.1.JInynble mapoyiv BBIOMPAIOTCS MOJNBH30BATENSIMH HHGOPMALMOHHON CUCTEMBI
CaMOCTOSITEIBHO C YUYETOM CIEAYIOINUX TPeOOBaHUI:



- JUTMHA TIapOJIs T0JDKHA OBITh HE MEHEe 6 CHMBOJIOB;

- B 4YHCIIe CHMBOJIOB MapoJisi 00sA3aTENbHO JOJDKHBI MPUCYTCTBOBATH OYKBBHI B
BEPXHEM M HIDKHEM PETUCTpax, NUGpHl U ClenuaibHbie cUMBOIE (@, #, $, &, *, % u
T.IL);

- MapoJib HE JOJHKEH BKJIIOYATh B C€Osl MMs IOJB30BATENS, JIETKO BBIUUCIISIEMbBIE
COUeTaHUsl CHMBOJIOB (UMEHa, (haMUIINU, U3BECTHBIC HA3BAHMUSI, CIOBAPHbBIC U KAPTOHHbIE
cloBa W T.J.), MOCIEIOBATEILHOCTH CUMBOJIOB M 3HakoB (111, qwerty, abBra u T.1.),
oOmenpunareie cokpamenus (OBM, JIBC, USER wu t.1.), aO0peBHaTyphl, KINYKU
JOMAIITHUX >KMBOTHBIX, HOMEpa aBTOMOOWIEH, TeneoHOB U Jpyrue 3HAYUMbIC
coueTaHuil OYKB M 3HAKOB, KOTOpbIE MOKHO yraJiaTh, OCHOBBIBAsICh Ha MH(pOpPMAIUU O
MI0JIb30BATEJIE;

- IIpU CMEHE Mapojsi HOBOE 3HAYEHHE JOJDKHO OTIMYAThCS OT MPEAbIAYIIEro He
MeHee YeM B O-TH MO3UIIHSIX.

5.2.PaboTHUKaM AOMyCKaeTCs HWCIOIB30BaTh IMApOJIH, COCTABICHHBIC M3 TEPBBIX
OyKB CJIOB 3allOMUHAIOIIMXCSl BBICKA3bIBAHUW B pa3HOM pETUCTPE, CMEIIAHHBIE B
MIPOU3BOJILHOM MOPSAKE CO ClienaIbHbIMKU cuMBoJamMu (Hanpumep Koxared7!).

5.3.JIns1 obecrieueHus: BO3SMOKHOCTH MCTIOJIB30BaHUS UMEH U Mapojieil HEKOTOPBIX
pabOTHUKOB B HX OTCYTCTBHE (HampuMep, B cllydae BO3HMKHOBEHMHM HEIITATHBIX
CUTyalui, Hopc-MaKOpHBIX OOCTOATEILCTB U T.I1.), pAOOTHUKU 00sI3aHbI Cpasy ke mocie
YCTAaHOBKM CBOMX TMapojie mepenaBaTh UX Ha XpaHEHHE BMECTE C MMEHAMH CBOMX
YUETHBIX 3anuceid agmuHuctparopy 6ezonacHoctu WCIIJIH B 3amedyaTaHHOM KOHBEpTE
WM ONI€YaTaHHOM IIeHaJIE.

5.4.Tlpu BBOJIE MapoJIsi MOJIB30BATEII0 HEOOXOIUMO UCKIIIOUUTH TTPOU3HECEHHE €ro
BCJIYX, BO3MOXKHOCTB €0 MOJCMAaTPUBAHUS TTOCTOPOHHUMHU JIMIIAMH (Y4€JIOBEK 3a CITMHOM,
HAOJIIO/ICHUE YENIOBEKOM 3a JBI)KCHMEM TMajbleB B NPSIMOW BHJIMMOCTH WU B
OTPaXEHHOM CBETE) M TEXHUYECKHMHU CpeACTBaMH (CTallMOHAPHBIMU M BCTPOEHHBIMH B
MOOWIbHBIC TeJIe(DOHBI BUICOKAMEPAMH H T.I1.).

5.5.Cmena naposeil JoKHa TPOBOAUTHCS PETYISPHO, HE peXke OJTHOTO pa3a B TOf,
CaMOCTOSTEIBHO KaXKbIM MOJIb30BATEIIEM.

5.6.3ampemmaercs 3anuCHIBaTh Mapoyu Ha Oymare, B ¢aiiie, SIeKTPOHHON 3alCHON
KHIDKKE, MOOUITbHOM Tenle(hoHe U JIFOOBIX APYTHX MPeIMeTax U HOCUTENIIX HHPOPMAIIUH.

5.7.3ampemaercs cooOIIaTh CBOM Mapojib MOJHOCTbIO MM YAaCTHUYHO JPYTHM
MOJIb30BATENSIM, 3allpellaeTcs ChpamMBaTh WIM [OACMATPUBATh Mapoiib APYIHX
I10JIb30BATEIICH.

5.8.3anpemaercs peructpupoBaTh napyrux mnoiszoBareneir B UCIIIH co cBoum
JUYHBIM mapoJseM, 3anpemaercs Bxoauts B MCIIJIH nox y4€THOM 3amuchi0 M mapojaeM
JPYTOro MnoJib30BaTes.

5.9.B cnyuae yrepu win KOMOpoMeTanuu (pasriameHusi, yTpaThl) WiIH TOJ03PEHUs
B KOMIIPOMETAllMM TNapojs TOJb30BaTessl JOKHA OBITh HEMEIJICHHO IIpOBeJeHa
BHEIJIAaHOBAsI MPOIleypa CMEHbI MapoJIs.

6. AHTUBUPYCHAS 3ALIUTA
6.1.Ilpy BOSHMKHOBEHWHW TOJO3PEHUSI HAa HAJIWYHE BPEAOHOCHOTO MPOTPAMMHOTO
oOecrieueHust (yacTble OMMOKKM B paboTe mporpammMm, TMOSBICHHE ITOCTOPOHHHUX
rpadpuyecKkuXx H 3BYKOBBIX J((EKTOB, HCKaXCHHS JAaHHBIX, HEKOHTPOJIUPYEMOE
nponaganue (¢aiaoB, MOABICHHWE COOOIIEHHH O CHCTEMHBIX OIIMOKaX, 3aMeJJIeHHue
paboThl KOMIIBIOTEpAa W T.N.) CaMOCTOSTEIBHO WM BMECTE€ C aJIMHHHUCTPATOPOM
6e3onacHocty MCII/IH npoBecTH BHEOUEPEIHON aHTUBUPYCHBII KOHTposIb cBoero APM.
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[Ipy camMOCTOSATENIBHOM IPOBEIECHUU AHTUBUPYCHOIO KOHTPOJIA - YBEIOMHUTb O
pesynbratax agmMuHucTparopa OezomacHoctu WCII[In s ompenenenuss um  (dakta
HAJIMYUS WIK OTCYTCTBHSI BPEIOHOCHOTO MPOrPaMMHOT0 00ecIieYeHHUsI.

6.2.B cmydae mosBineHHS WHPOPMALMOHHOTO OKHA CpEACTBA aHTHUBUPYCHOMN
3alUThl, CHUTHAJIM3UpPYIOLIEM 00 OOHapyXeHUH BPEIOHOCHOIO IPOrPaMMHOIO
obecrieyeHus:

- IPUOCTAHOBUTH 00PAaOOTKY JaHHBIX;

- HEMEJUICHHO TIOCTaBUTh B W3BECTHOCTb O (akTe OOHApyX EeHUS BPEIOHOCHOIO
IporpaMMHOro obecrieueHuss agMuHuctparopa OesomacHoctn WCII/[IH, Biamensia
3apakEHHBIX (PailyioB, a TakKe CMEXKHBIE CTPYKTYPHbIE MOPa3AesICHUs, UCTIOIb3YIOIINE
3TH (ailsibl B pabore;

- COBMECTHO C BIajenblieM (hailyioB, 3apaXXEHHBIX BPEIOHOCHBIM IMPOrpaMMHBIM
oOecrieyeHreM, MPOBECTH aHAIIN3 HEOOXOAMMOCTH AAJIbHEHIIIETO UX UCIIOIb30BaHUS;

- TPOU3BECTH JIEYCHHE WJIM YHUUTOXKEHHE 3apaxEHHBIX (QailnoB (mpu
HEOOXOJIMMOCTH  JJiIsi  BBIIIOJIHEHHUA TPEOOBAHMHM  JTAHHOTO IyHKTa IPUBJIEYD
anmuHHucTpaTopa 6e3omacnoctu UCIT/In).

7. OTBETCTBEHHOCTbD 3A HAPYIHIEHUE INPABUJI PABOTbI

7.1 Kaxnprit nons3oBatens MCIIJIH Hec€r mepcoHaIbHYIO OTBETCTBEHHOCTH 3a
cobmoienue TpedoBaHuil Hactosmed MHcTpykiuu u 3aBce JecTBUs, COBEPILIEHHBIE OT
uMeHu ero yuétHou 3anucu B MCII/H, eciiu ¢ ero cTopoHbl HE OBLIO MPEAIPUHSITO
HEOOXOIMMBIX EUCTBUN 7Sl IPEAOTBPAIICHHS] HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUS
€ro y4€THOM 3aIUCH.

7.2.3a pasrialieHue MEpPCOHAIBHBIX NAaHHBIX W HapyLIeHHE Mopsijaka padoThl CO
cpenctBamu MCII/IH, conepkaliuMu MepCOHANbHBIE JTaHHbBIE, COTPYIHUKH MOTYT OBITh
IIPUBJICYEHBI K TPAYKJAHCKOM, YTOJIOBHOM, a AMUHUCTPATUBHOW, TUCHUIIMHAPHON U UHOMN
Mpe1yCMOTPEHHOM 3aKOHOAATeILCTBOM Poccuiickoint denepalinii OTBETCTBEHHOCTH.

7.3.Pa3riaimeHue nepcoHaNbHBIX JaHHBIX CyOBekTa (mepefadya MX MOCTOPOHHUM
JUIaM, B TOM YKCJe JPYTMM paOOTHUKAM, HE UMEIOIIMM K HUM JOIYCK), UX MyOJIuYHOE
packpbITUE, yTpara JOKYMEHTOB M HHBIX HOCHUTENIEH, COAEpKALIMX IEpPCOHAIbHBIE
JaHHBIE CYOBEKTa, a TAK)KEe MHBIC HAPYIIEHUsI 00sI3aHHOCTEH 10 UX 3amuTe U 00paboTke,
YCTAHOBJIEHHBIX  JIOKAJbHBIMM  HOPMAaTHBHO-TIPABOBBIMM  aKTamMH  (IIpUKa3aMH,
pacnopsbkeHusiMu) OpraHu3aluy, Biie4eT HajlOoXKeHUEe Ha pabOTHHUKA, UMEIOIIEro JAOCTYII
K IEpCOHAJIBHBIM JaHHBIM, IMCLUUIIMHAPHBIX B3BICKAHNUW B BUJIE: 3aME€YaHHUs, BBITOBOPA,
yBoJibHeHUsA. PaOoTHuk OpraHuzanuu, UMEOLUN JOCTYH K IMEPCOHAIBHBIM JaHHBIM
cyOBbeKTa M COBEPIIMBIIMNA YKa3aHHBIA JHUCUUIIMHAPHBIA MPOCTYIIOK, HECET MOJHYIO
MaTEpUAIIbHYI0 OTBETCTBEHHOCTh B CiIy4ae NPUYMHEHMS €ro JEWCTBUAMM yIiepOa
Opranunzanuu (B cooTBeTCTBHH € 1.7 ¢T. 243 TpynoBoro kojaekca P®D).

7.4.B oTAENbHBIX ClydasX, MPU pa3rilallieHUd MEePCOHATIbHBIX AHHBIX, paOOTHUK,
COBEPIUUBIIUN YKa3aHHBIA MPOCTYNOK, HECET OTBETCTBEHHOCTb B COOTBETCTBUU CO
ctarbeit 13.14 Kogekca 06 amMUHHCTpaTUBHBIX MTpaBoHapyIieHusx P.

7.5. B cnyyae He3akoHHOro cOopa WiIM MNYyOJUYHOIO PACHPOCTPAaHEHUS
MH(GOpPMALIUM O YaCTHOM >KU3HM JiMla (HApYyLIEHUsS HEMPUKOCHOBEHHOCTH 4YacTHOMU
KU3HH), MPEAYCMOTPEHAa OTBETCTBEHHOCTb B COOTBETCTBUU cO cT. 137 VYrosoBHOro
Kojiekca POD.



